Privacy Statement
Version: 01/03/2021

1.

Introduction
This Privacy Statement provides information about the processing of your personal data
(hereinafter also referred to as “data”) by the insurance broker, wefox Germany GmbH,
(hereinafter also referred to as “controller” or “we”) in the use of their website, their contact
form, their newsletter and in the determination and assignment of a broker/consultant suitable
for you and your insurance product wishes.

2.

Who is the controller under data protection law and
whom can you contact?
The controller within the meaning of the European General Data Protection Regulation
(hereinafter “GDPR”) is:
wefox Germany GmbH
Urbanstraße 71
10967 Berlin
Email: dataprotection@wefox.com

3.

What are the purposes for which we process your data?

3.1.

Use when visiting the website
When you visit our website, your browser transmits certain data to our web server to provide
you with the information you have accessed. In order to enable you to visit the website, the
following data are collected, stored and used for a short time:
•

IP address

•

Date and time of the request,

•

Time zone difference to Greenwich Mean Time (GMT),

•

Content of the request (specific page),

•

Access status/http status code

•

Each transmitted data volume,

•

Website from which the request comes,

•

Browser,

•

Operating system and its interface,

•

Language and version of the browser software.

In addition, to protect our legitimate interests, we store this data for a limited period of time in
order to be able to initiate a derivation of personal data in the event of unauthorised access or
access attempts to our servers. We do this on the basis of Art. 6 (1) f) GDPR.
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3.2.

When filling in online forms
You have the opportunity to use our services as an insurance intermediary by registering on
our website.
The following data are collected on the legal basis of Art. 6 (1) b) GDPR:

3.3.

•

Name

•

Address

•

Email address,

•

Mobile phone number

•

Birth date

•

Contract data

Use within the scope of the broker contract
As part of your broker contract or broker subcontract, we negotiate insurance contracts
(hereinafter referred to as “negotiation”) and/or the support and management of already
existing contractual relationships. For this purpose, your data that you provide as part of the
data acquisition, implementation of pre-contractual measures, consulting documentation,
contract application or conclusion, communication with the product providers and contract
support, is required. Your data are collected, processed and used by the broker as part of your
brokerage order for contract-related advice and processing and transmitted, for this purpose,
by the broker to the providers requested by it (such as insurance companies, comparison
platforms) and stored and used by them for application review. The associated collection and
use of your data are necessary to fulfil the contract with you. The legal basis is Art. 6 (1) a) GDPR.

3.4.

Use when processing notifications of claims
We receive third-party data from the customer that we store and forward, as far as it is
necessary to process notifications of claims from customers. In principle, we ask that we only
be informed of data that is necessary or legally required for the respective purpose (e.g.
performance or claims processing). The collection, storage and transfer therefore takes place
for the purpose of fulfilling the contract and on the basis of Article 6 (1) b) GDPR and for the
purpose of fulfilling a legal obligation of the Controller on the basis of Article 6 (1) c) GDPR.
Failure to provide this data may result in the insurer not being able to process the notification
of claim.

3.5.

Credit check
In the context of the fulfilment of the contract, for the performance of certain services in
particular for pricing in the context of product comparisons, as well as in our own legitimate
interest, it is necessary to transmit your data to credit agencies for the purpose of credit check.
For this purpose, we will forward the necessary personal data to infoscore Consumer Data
GmbH, Rheinstr. 99, 76532 Baden-Baden. The legal basis is Art. 6 (1) a) f) GDPR. With this
information, we can secure a better offer for you with insurance companies. For more
information on the scoring process, visit https://finance.arvato.com/globalassets/02documents/04-ger/07-icd/arvato_financial_soultions_art._14_eudsgvo.pdf/

3.6.

Email enquiries
You can contact us via the email addresses provided on our website. If you send us an email, we
collect, store and use your:
•

Name
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•

Email address

•

Content of your message

Processing takes place only to the extent necessary for the processing of your enquiry and for
correspondence with you. The legal basis for e-mail requests arises from Art. 6 (1) f) GDPR. If
contact by email is intended to conclude a contract, the legal basis arises from Art. 6 (1) b)
GDPR.
The data collected are for the sole purpose of being able to process your request. The data
collected during the transmission process are necessary to prevent misuse of the function and
to ensure the security of our systems.
3.7.

Information emails and newsletters
We use your contact information for direct marketing purposes. Your e-mail address may be
used for advertising purposes if you have either given a corresponding declaration of consent
for this or to be able to inform you about comparable insurance products and our associated
services on the basis of our legitimate interest, see Art. 6 (1) f) GDPR. You can withdraw your
consent by clicking on the link provided in each information email and in each newsletter or by
e-mailing dataprotection@wefox.com. You can submit your objection to advertising in relation
to information e-mails that we send you on the basis of Art. 6 (1) f) GDPR at any time by e-mail
to dataprotection@wefox.com.
To register for our newsletter, we use the so-called double opt-in procedure. This means that
after you have registered, we will send you an e-mail to the e-mail address provided in which
we ask you to confirm that you wish to receive the newsletter. If you do not confirm your
registration within 24 hours, your information is blocked and automatically deleted after six
months. We also store your IP address and the time of registration and confirmation. The
purpose of this process is to verify your registration and, if necessary, resolve any possible
misuse of your data.
The only information we require to send the newsletter is your email address. The provision of
further, separately marked data is voluntary and is used to address you personally. After your
confirmation, we save your email address for the purpose of sending you the newsletter. The
legal basis is Art. 6 (1) a) GDPR.

4.

Cookies
Our website page uses cookies. Cookies are small text files that are stored in the memory of
your device via your browser and through which certain information flows to us. Cookies
cannot run programs or transfer viruses to your computer. They serve to make our website
more user-friendly and effective overall.
In the following, you can find information about cookies, how we use them on our website and
what options you have if you do not wish to use them.

4.1.

Cookies we use
This website uses cookies, which are described below, to improve user experience:
•

How a website works

Cookies that are technically necessary for the function of our website or offer a service or
option requested by you, e.g. a cookie that “remembers” your personal settings, such as
selected language or similar matters.
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•

Performance analysis of the website

We make every effort to constantly improve our website. For this purpose, cookies are used
that provide us with overall statistics about the number of visitors, which areas of a page are
viewed most, information about the city or location of the users, as well as the length of the
stay, etc.
•

Social Media Cookies

A cookie must be installed on your device in order for you to share content from our website
via social media channels such as Facebook or Twitter. For more information, refer to the
policies of the relevant company.
•

Targeting and Tracking Cookies

On certain pages of our website, we use cookies to better understand your interests when
using the internet. We do this so we will be able to offer a service tailored to your needs in the
future. These cookies collect information about the starting point of your visit, whether you
have been shown wefox content, what specific advertising material you have viewed, whether
you have accessed our website directly or indirectly, from which device you have visited our
website and what you have downloaded.
4.2.

Your options
You can also view our website without cookies. You can also use the settings in our cookie
banner to decide which categories of cookies you want to accept.
To prevent the use of cookies by your internet browser completely, you can deactivate the use
of cookies via the settings of your internet browser. In addition, cookies that have already been
placed can be deleted at any time via an internet browser or another software program. This is
possible in all standard internet browsers. You can find out how to disable and/or delete
cookies via the help functions of your internet browser. Please note that deactivating/deleting
cookies may result in individual functions of our website no longer functioning as expected.
Cookies that may be required for certain features of our website are shown below.
Furthermore, the deactivation/deletion of cookies only affects the internet browser used in
this case. If you use other internet browsers, the deactivation/deletion of cookies must
therefore be repeated accordingly.
We store these data until the end of the term of a particular cookie or until the cookies are
deleted by you.
Further processing of personal data by means of cookies can be found in the relevant sections
of this information.

4.3.

Cookies for web analysis
We use your information as part of website analyses to make it more user-friendly and conduct
market research. We use web analytics tools for this purpose. These tools use your IP addresses
either in truncated form or not at all. Such analysis cookies are set on the basis of Art. 6 (1) a)
and f) GDPR. As the operator of this website, we have a legitimate interest in analysing user
behaviour to optimise our website.
Google Analytics & Google Tag Manager
Our website uses Google Analytics and Google Tag Manager, web analytics services of Google
Inc., 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA (hereinafter referred to as
“Google”).
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The information generated by the cookies in Google Analytics and Google Tag Manager about
your use of our website is transmitted to a Google server in the USA and stored there. For order
of the operator of this website, Google uses this information to evaluate your use of this
website, create reports about the website activities and provide other services connected with
use of the website and Internet for the website operator. The IP address transmitted from your
browser within the context of Google Analytics and Google Tag Manager is not associated with
other data of Google. You can find additional information about this at:
policies.google.com/privacy?hl=en
Mixpanel
To obtain statistics on the use of our website, we have also integrated the Mixpanel service.
Mixpanel is a web analytics service operated by Mixpanel, Inc., 405 Howard St, Floor 2, San
Francisco, CA 94105, USA. Mixpanel sets a persistent cookie on your device, which also
records your user behaviour on the website. Mixpanel will then analyse these data and forward
it to us. Mixpanel collects and stores usage data in pseudonymous profiles. We do not merge
these with personal data. This gives us an insight into the way the website is used as a whole,
and we can then decide whether changes are necessary or useful, in particular to increase userfriendliness.
If you want to prevent Mixpanel from collecting and using usage data, you can disable the
service on the website https://mixpanel.com/optout/ by having an opt-out cookie set. Please
note that only the browser currently used is affected by the setting of the cookie. Collecting
and using your data in other browsers remains possible until you have deactivated Mixpanel
there as well. The collection of usage data is also possible again if you delete the opt-out
cookie. You can find further information on the handling of user data by Mixpanel in the privacy
statement of Mixpanel: https://mixpanel.com/privacy/.
Optimizely
This website uses Optimizely, a web analysis service of Optimizely GmbH, Christophstrasse 1517, 50670 Cologne. (“Optimizely”). The information generated by the cookie about your use of
this website is usually transmitted to and stored on a Optimizely server in the USA. We have
activated the IP anonymisation feature on our website, so that your IP address will be truncated
by Optimizely within the EU and the EEA. The full IP address will be sent to an Optimizely server
in the USA and abbreviated there only in exceptional cases.
On behalf of wefox, Optimizely uses this information to evaluate your use of the website and
to compile reports on website activity. The IP address transmitted from your browser within
the context of Optimizely is not associated with other data of Optimizely.
In addition to the options explained above, you can deactivate Optimizely tracking at any time
and thus prevent the collection of data generated by the cookie and related to your use of the
website (including your IP address) to Optimizely as well as the processing of these data by
Optimizely by following the instructions on http://www.optimizely.com/opt_out.
NewRelic
We use a plugin of the web analysis service NewRelic on our website. This service is provided
by NewRelic Inc., 188 Spear Street, Suite, 1200 San Francisco, CA, 94105, USA. This makes it
possible to collect statistical evaluations of the speed of our website. The plugin informs
NewRelic that a user has accessed the corresponding page of the offer. NewRelic collects and
stores your IP address for this purpose. You can find additional information on how your data
are handled at: https://newrelic.com/privacy.
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Hotjar
We use the Hotjar web analytics service from Hotjar Ltd, Level 2, St Julians Business Centre, 3,
Elia Zammit Street, St Julians STJ 1000, Malta, to better understand the needs of our users and
to optimise the offer on this website. Using Hotjar’s technology, we get a better understanding
of our users’ experiences (e.g. how much time users spend on which pages, which links they
click, what they like and what not, etc.) and that helps us to align our offer to our users’
feedback. Hotjar uses cookies and other technologies to collect information about the
behaviour of our users and their devices (in particular, the IP address of the device recorded
and stored in anonymous form only], screen size, unique device identifiers, information about
the device used browser, location [only country], and preferred language for displaying our
website). Hotjar stores this information in a pseudonymous user profile. The information will
not be used by Hotjar or by us to identify individual users or combined with other data about
individual users; your data are deleted after 1 year at the latest. The legal basis is Art. 6 (1) a)
GDPR. You can find more information about Hotjar’s Privacy Policy at:
https://www.hotjar.com/legal/policies/privacy
4.4.

Cookies for advertising purposes on our website
We also use your information to display advertisements tailored to you and your interests. We
use the following tools, which use your IP address (in abbreviated or unabbreviated form) for
these purposes. The use of these data is based on Art. 6 (1) a) and f) GDPR. Learn more about
the tools we use for this purpose.
Facebook Pixel/Custom Audiences
We use the “Facebook Custom Audiences” feature operated by Facebook Ireland Limited,
Hanover Reach, 5-7 Hanover Quay, Dublin 2, Ireland (“Facebook”). Through this technology,
users who have already visited our website and are interested in the offer are again approached
via ad inserts with targeted advertising on Facebook. Advertising is displayed through the use
of cookies, with the help of which user behaviour can be analysed when visiting the website
and then used for targeted product recommendations and interest-based advertising.
Information about the user’s activities on the website, such as surfing behaviour, visited
subpages of the website, etc., is collected.
You can find more information at https://www.facebook.com/about/privacy/.
You
can
disable
the
Custom
Audiences
feature
https://www.facebook.com/settings?tabR=ads. To do this, you first need to log in.

at

Google AdWords Conversion Tracking
Wefox uses the online advertising offer of Google “Google AdWords” and, in the context of
Google AdWords, the Conversion-Tracking. Google Conversion Tracking is an analysis service
provided by Google Inc. (1600 Amphitheatre Parkway, Mountain View, CA 94043, USA;
“Google”). When you click on an ad placed by Google, a cookie for Conversion-Tracking is
stored on your computer. These cookies expire after 90 days and do not contain any personal
data. If you visit certain websites on our website and the cookie has not yet expired, Google
and we can recognise that you have clicked on the advertisement and have been redirected to
this page. Each Google AdWords customer receives a different cookie. The information
collected using the conversion cookie is used to generate conversion statistics for us. We will
find out the total number of users who have clicked on the ad and have been redirected to a
page marked with a Conversion-Tracking-Tag. However, they will not receive any information
with which users can be personally identified.
You can opt out of personalised advertising at http://www.google.com/settings/ads in
Google’s Advertising Settings.
Additional information on how your data
https://policies.google.com/privacy?hl=en&gl=en.

are
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Google DoubleClick
Google’s retargeting uses double-click cookies. This enables ads to be presented, optimised
and evaluated for you on the basis of your previous visits to this website by collecting and
storing information about your browsing behaviour for marketing purposes on a
pseudonymous basis. Based on this, targeted product recommendations can then be displayed
as advertising banners on other websites. Under no circumstances do we associate this
information with data from your customer relationship or use the data to personally identify
you as a visitor to this website.
You can prevent Google/DoubleClick from collecting usage data by following the instructions
at the following link: http://www.google.com/settings/ads.
Microsoft Bing Ads
This website uses Bing Ads Universal Event Tracking, a conversion tracking service provided
by Microsoft (Microsoft Corporation, One Microsoft Way, Redmond, WA 98052-6399, USA).
This service enables us to track activities on our site if you come to our website via a Bing ad.
This is done by placing a cookie (small text file) on your device when you click a Microsoft Bing
Ads display. In particular, Microsoft and we learn the total number of users who have clicked
on an ad and have reached a previously defined target page. These data are stored by
Microsoft for 180 days. No personal information about the identity of the user is provided. If
you do not wish to participate in the Universal Event Tracking procedure, you can prevent the
collection and processing of the data generated by the cookie relating to your use of the
website by, for example, deactivating the setting of cookies in your browser settings. In
addition, it is possible to disable the receipt of advertising based on your user behaviour by
Microsoft at the following link:
https://go.microsoft.com/fwlink/?LinkID=286759
You can find additional information on data usage in Microsoft’s Data Privacy Policy at:
https://privacy.microsoft.com/de-DE/privacystatement/
LinkedIn
Our website uses the “LinkedIn Insight Tag” of the LinkedIn network. The provider is LinkedIn
Corporation, 2029 Stierlin Court, Mountain View, CA 94043, USA. We use the LinkedIn Insight
Tag to track the success of our ads (called “conversion”), to address visitors to our website
again and to gain additional insights into the interaction of LinkedIn members with our LinkedIn
ads. The LinkedIn Insight tag enables the collection of metadata such as IP address information,
time stamps and events (e.g. page views). All data are encrypted. The LinkedIn browser cookie
is stored in the browser of a website visitor until he/she deletes the cookie or the cookie
expires. Based on the interaction of users with our website, we can use the LinkedIn Insight tag
to analyse the success of our campaigns within the LinkedIn platform or to identify target
groups for the campaigns. If you are registered with LinkedIn, LinkedIn can link your interaction
with our online services to your account. You can unsubscribe permanently via this link:
https://www.linkedin.com/psettings/guest-controls/retargeting-opt-out/. You can find
additional
information
about
the
LinkedIn
privacy
policy
at:
https://www.linkedin.com/legal/privacypolicy/.
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FinanceAds
We use the affiliate program of finance Ads International GmbH (Hardenbergstr. 32, 10623
Berlin The script enables us to pay a so-called lead or sales commission to the partners of the
advertising network in the event of successful registration. The script will only run for users
who have accessed our websites through an affiliate partner in the FinanceAds network if the
user accesses the pages relevant to the commission. For this purpose, FinanceAds parameters
are stored locally in a cookie in the user’s browser and read on a script-based basis when calling
up our website for billing purposes. The evaluation is carried out on the basis of pseudonymised
data records and only for the above-mentioned purposes. Further information on privacy and
data use by FinanceAds can be found in the privacy policy of FinanceAds. The cookie stored in
your browser in the event of your consent is completely deleted after 90 days at the latest.

5.

Use of your data to ensure the functioning and security
of our website
Cloudflare
On our website, we also use a web service provided by Cloudflare Inc., 101 Townsend St, 94107
San Francisco, USA (hereinafter referred to as CloudFlare) to make the website faster and
securer. For this purpose, Cloudflare collects your information, such as IP addresses, system
configuration information and other information about the traffic to and from the website as
well as log data. These data help us to recognise new threats and access by unauthorised third
parties. The legal basis for data processing is Art. 6 (1) f) GDPR.
You can find additional information on how
https://www.cloudflare.com/de-de/privacypolicy/.

your

data

are

handled

at

LogEntries
In addition, wefox uses the “LogEntries” service, which is operated by RAPID7, The One
Building, 2nd Floor, 1 Grand Canal Street Lower, Dublin 2, Dublin, Ireland, to evaluate the log
files. Log files (such as your IP address, operating system used, name of the Internet service
provider) are transferred to LogEntries in order to evaluate them in anonymised form. The
evaluation is carried out to ensure the functionality of the website. In addition, the data are
used to optimise the website and to ensure the security of our information technology systems.
The data are not analysed for marketing purposes in this context. Therefore, the processing is
based on these legitimate interests, cf. Art. 6 (1) f) GDPR. You can find additional information
at: https://logentries.com/privacy/.

6.

Social Plug-ins
We have implemented social plug-ins from Facebook, and Twitter on our website. You can
recognise the provider of the plug-in by the marking on the box above its initial letter or the
logo. We use the so-called two-click solution. As a result, no personal data are forwarded to
the plug-in providers when purely visiting our website for information purposes. We give you
the opportunity to communicate directly with the provider of the plug-in via a button. Only if
you click on the marked field and thereby activate it, the plug-in provider receives the
information that you have accessed the corresponding website of our online offer. Data are
passed on regardless of whether you have an account with the plug-in provider and are logged
in there. Once you have logged on to the plugin provider, your data that have been registered
with us are directly transmitted to the account you have with the plugin provider. When
activating the activated button and link the page, for example, the plug-in provider also stores
this information in your user account and communicates this to your contacts in public.
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The legal basis for the use of the plug-ins is Art. 6 (1) a) and f) GDPR. The plug-ins allow us to
interact with social networks and other users so that we can improve our offering and make it
more interesting for you as a user. The plug-in provider stores your data as a usage profile and
uses this for the purposes of advertising, market research and/or the needs-related
structuring of its website. Such an evaluation is carried out in particular (even for users who do
not log in) to provide needs-related advertising and to inform other users in your social
network of your activities on our website.
Further information on the purpose and scope of the data collection and its processing by the
plug-in provider can be found in the privacy statements of these providers reported below.
There you will also find further information about your rights and options for protecting your
privacy. Below we have listed the addresses of the respective plug-in providers and URL with
their data privacy information:
6.1.

Facebook
Facebook Ireland Limited, Hanover Reach, 5-7 Hanover Quay, Dublin 2, Ireland, (“Facebook”).
Information on privacy at Facebook can be found here: http://www.facebook.com/policy.php.

6.2.

Twitter
Twitter, Inc., 1355 Market St, Suite 900, San Francisco, California 94103, USA; For more
information and customisation, please visit: https://twitter.com/privacy.

7.

Links to Social Media Networks
You will also find links to social media networks on our website. These are not social plugins
provided by the social media provider, which already transmit data to the provider when the
page is loaded, without the users being able to influence this. There is only a link to the social
media network behind the buttons to the social media networks, including the transfer of the
website to be shared. No user data are transmitted from the website to the social media
network. If you are already logged in to the corresponding social media service at the time of
clicking the button, the release dialogue recognises this so that you can release the contents
directly. If this is not the case, you are asked to log into the social media network. From this
point on, you are on the website of the respective social media network. You can find
information below on the data processing of the respective providers.

7.1.

Facebook
Facebook Ireland Limited, Hanover Reach, 5-7 Hanover Quay, Dublin 2, Ireland, (“Facebook”).
Information on privacy at Facebook can be found here: http://www.facebook.com/policy.php.

7.2.

Twitter
Twitter, Inc., 1355 Market St, Suite 900, San Francisco, California 94103, USA; For more
information and customisation, please visit: https://twitter.com/privacy.

7.3.

Instagram
Instagram is a product provided by Facebook Ireland Limited, 4 Grand Canal Square, Dublin 2,
Ireland, https://help.instagram.com/519522125107875.

7.4.

LinkedIn
LinkedIn
Ireland
Unlimited
Company,
Wilton
https://www.linkedin.com/legal/privacy-policy.

7.5.

Place,

Dublin

2,

Ireland;

XING
XING
SE,
Dammtorstraße
30,
https://privacy.xing.com/de/datenschutzerklaerung.
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7.6.

Reddit
Reddit. Inc., 420 Taylor St. San Francisco, CA, https://www.redditinc.com/policies/privacypolicy

8.

Performance Tools
Salesforce CMS System
We use the customer management system from the provider Salesforce to process user
requests faster and more efficiently. You can obtain information on privacy from
salesforce.com
Germany
GmbH,
Erika-Mann-Str.
31,
80636
Munich
at
https://www.salesforce.com/.
Intercom
Intercom offers messaging for sales, marketing, and customer service on a single platform and
improves user interaction via chat. For information on privacy, please contact Intercom Inc., 55
2nd St, San Francisco, CA 94105, USA; https://www.intercom.com.
Finance Key Systems (FKS)
We use FKS to manage your insurance policies as our client. This is so that we always have the
most important data and conditions of your insurance available. Information on privacy can be
obtained
from
Finance
Key
Systems
GmbH
&
Co.
KG;
https://www.financekey.de/datenschutzerklaerung-der-finance-key-systems-gmbh-cokg/
Softair
We use the offer calculator softfair to provide you with the right offers and applications during
and after the consultation. We use your individual risk data to find the right insurance for you.
You
can
obtain
information
on
privacy
from
softair
GmbH;
https://www.softfair.de/datenschutz/
Bridge
We use this tool to conduct the consultation digitally with you. For information on privacy,
please contact Bridge ITS GmbH; https://www.bridge-systems.com/datenschutz/
Nepatec
Nepatec helps us to collect the data of your insurance contracts from the insurance companies
via a technical interface and to enter them into our inventory management tool. You can obtain
information on privacy from nepatec GmbH; https://www.nepatec.de/j/privacy
Twillo
We use Twilio, a cloud communications company (PaaS) that makes and receives phone calls,
sends and receives text messages, and performs other communication functions through its
web service APIs. For information on Twillo’s privacy, please contact Twilio Inc., 375 Beale St
#300, San Francisco, CA 94105, USA; https://www.twilio.com/legal/privacy
Pipedrive
We use Pipedrive to connect our exclusive intermediaries/consultants in a structured process.
This includes in particular the contract negotiations, background and quality checks as well as
registration on our consulting tools. For information on privacy, please contact Pipedrive OÜ,
Mustamäe tee 3a, 10615 Tallinn, Estonia; https://www.pipedrive.com/en/privacy

wefox Germany GmbH – Urbanstr. 71 – 10967 Berlin | HRB 170236 B | Version 01.03.2021

10

Leadpark
We use Leadpark to assign prospective customers with their insurance request to the
appropriate consultant, so that they can contact us directly for further advice. Information can
be found at www.leadpark.de
psp
We use this offer calculator to provide you with the right offers and applications during and
after the consultation. We use your individual risk data to find the right insurance for you.
Information on privacy can be obtained from PSP Software GmbH; https://www.pspsoftware.de/info_privacypolicy.php

9.

With whom and how do we share your information?

9.1.

Data processing within the corporate group
Your data are shared with affiliated companies of wefox Group to perform central data
processing tasks. Your data can be processed centrally for the central administration of
address data, for telephone customer service, for service processing or for joint mail
processing. These companies include in particular:

9.2.

•

wefox Group Services (GER) GmbH

•

FinanceFox Services BCN S.L.

External service providers
wefox outsources certain processes and tasks to service providers in order to ensure the
handling of complex matters that require special knowledge or cannot be assumed internally
or in order to be able to fulfil the contract with you, such as hosting our website, analyses of
user behaviour on our websites, etc. We therefore forward your data to the following
categories of recipients:

9.3.

•

Insurers, insurance intermediaries, consultants, broker pools

•

Technical service providers

•

Web analytics and marketing tools

External service providers established in a third country (outside the EU):
Some of our service providers, including some of the aforementioned cookie providers, tools,
services and web services, are fully or partially located in so-called third countries, i.e. outside
the EU. For some of these third countries there is no adequacy decision under Art. 45(3) GDPR
in place. The same applies in relation to appropriate safeguards as defined in 46 GDPR. The
transfer of your data to these service providers is carried out on the basis of Art. 49(1)(a) and
(b) GDPR.

9.4.

eKomi
We use the evaluation portal eKomi Ltd., Berlin, Markgrafenstr. 11, 10969 Berlin. To improve our
service continuously, we provide our customers with the opportunity to evaluate us through
independent portals without any influence on this. An invitation to submit a review is generated
for each insurance intermediary that takes place via our website. For this purpose, your
surname, first name, email address and a reference number are transmitted to the evaluation
platform. These data are neither used by the evaluation platform nor passed on to third parties.
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The evaluation is verified based on the reference number by means of a specially created link.
The submission of an evaluation is voluntary. The creation/opening of a user profile on the
evaluation platform is required for the submission of an evaluation or the recording of a
customer feedback. If a review is submitted by clicking the link contained in the invitation, a
user profile is automatically created on the review platform mentioned in the email after you
enter personal data (name and email address for verification).
This is accompanied by the consent to the privacy provisions as well as the general terms and
conditions of the evaluation platform. These are available on the website of the operator under
the link: https://www.ekomi.de/de/datenschutz/.
Processing takes place on the basis of a balancing of interests in accordance with Art. 6 (1) f)
taking into account our legitimate interest in improving our service through your targeted
feedback.
9.5.

Disclosure due to legal obligation
In addition, we only transmit your personal data and insofar as there is a legal obligation on our
part to disclose it. The data are transmitted on the basis of Art. 6 (1) c) GDPR (e.g. to law
enforcement authorities).

10. When will your information be deleted?
We store your data for as long as this is necessary for the above-mentioned purposes or until
you have withdrawn your consent.
We delete the data unless we determine any other legal grounds for further storage. If the data
are not deleted because it is required for other and legally permissible purposes, its processing
is limited. This means that the data are blocked and not processed for other purposes.
Information collected in connection with tax, commercial and (other) legal obligations is
sometimes stored for a correspondingly longer period. The storage periods under these
amount to up to ten years. However, it may also be the case that personal data are stored for
the period during which claims may be made against wefox Germany GmbH (statutory
limitation period of three or up to thirty years).

11.

What are your rights?
To show you all possibilities in the context of the collection and use of your
information/personal data, we would like to draw your attention to the rights that you have in
this context.

11.1.

Right to be informed
You can request information about how, by whom, for what purposes, and under what
conditions your data are collected and used.

11.2.

Right of rectification
Of course, we do not want to pass on false or outdated information when using your personal
information, for example to prevent misunderstandings or possible damage. Therefore, you
have the option to update or correct the information we have collected about you at any time.

11.3.

Right to limitation of processing
You can also require us to use your data only to a limited extent. This means that although your
data are still stored, it may only be used under limited conditions (e.g. to assert legal claims).
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11.4.

Right to object:
If we collect and use your information based on legitimate interests, you of course have the
right to object to the use of your information.

11.5.

Right to file a legal complaint with a supervisory authority
Of course, we are committed to complying with all laws relating to your data. However, if you
believe that the use of the data concerning you violates the General Data Protection
Regulation, you have the right to lodge a complaint with a supervisory authority.

11.6.

Right of erasure
Last but not least, we also delete your data insofar when they are no longer necessary for the
purposes mentioned here and insofar as there are no retention obligations for us. However, if
you believe that there is no legal basis for further storage, you can assert your right to erasure
of the data.

11.7.

Right to data portability
You also have the right to data portability with respect to all data that you have provided to us.
This means that we are required to provide you with this data in a structured, common, and
machine-readable format.

12. Consent and withdrawal of consent
If you have consented to the processing of your personal data, you can revoke it at any time.
Withdrawal of consent is effective for the future. The lawfulness of the processing of your data
up to the time of revocation remains unaffected.

13. Changes to this privacy policy
We retain the right to update these privacy policies from time to time. Updates to this Privacy
Statement will be published on our website. Changes are valid as of the date that they are
published on our website. We therefore recommend that you visit this page regularly to find
out about any updates that may have been made.
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